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The efficient digital storage of information is 
becoming ever-more critical to the maintenance 
of efficient business functions. The compromise 
of data can have a devastating impact on an 
organisation’s ability to function, placing high 
importance on the understanding of the systems 
and procedures for securing data as well as 
enabling data recovery. This course is specially 
designed for telecom operators, data-centres, 
Internet service providers and other organisations 
heavily dependent on customer data management.
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Overview

The efficient digital storage of information is becoming 
ever-more critical to the maintenance of efficient 
business functions. The compromise of data can 

have a devastating impact on an organisation’s ability to 
function, placing high importance on the understanding of 
the systems and procedures for securing data as well as 
enabling data recovery. This course is specially designed for 
telecom operators, data-centres, Internet service providers 
and other organisations heavily dependent on customer data 
management.

Objectives

The objectives of this course are to:
•	 To provide detailed understanding of enterprise security 

management frameworks
•	 To introduce regulatory requirements
•	 To understand and assess security risks and threats
•	 To explore data protection and recovery planning strategies 
•	 Enable business continuity planning and disaster recovery 

Target audience	

This course is suitable for systems and network 
administrators, IT security professionals and business 
continuity teams.

Expected outcomes

On completion of this course, the successful participant will 
be able to:

 
•	 Identify major security management frameworks and 

assess the usefulness of security management practises in 
safeguarding IT assets

•	 Identify various regulatory requirements in computer 
security, privacy and crimes and justify the appropriate use 
of regulatory frameworks in enterprises

•	 Conduct risk assessments and apply risk management 
strategies in enterprise environments

•	 Identify and apply data protection and recovery planning 
strategies

•	 Appraise the fundamental elements of business continuity 
planning and disaster recovery management

Course outline

Enterprise security management frameworks: information 
security policy, standards, guidelines, procedures (Day 1)

•	 ISO/IEC 27001 based information security 
management system (ISMS)

•	 ISO/IEC 27001: establishment, implementation, control 
and improvement of the ISMS

•	 ISO/IEC 27002: code of practice on ISMS
•	 COBIT 5 for information security
•	 Generally accepted information security principles 

(GAISP)
 

Regulatory requirements (Day 2)

•	 Computer security, privacy, and crime laws - worldwide 
outlook of regulation and legislation, the essence of 
computer crime

•	 Laws and complexities of cybercrime
•	 Gramm-Leach-Bliley Act  
•	 Payment card industry data security standard (PCI 

DSS) 
•	 Sarbanes-Oxley Act (SOX) 
•	 Data protection and intellectual property rights 
•	 Introduction to digital forensics and investigations 
•	 Information security ethics
 

Security risks, threats and management (Day 3)
 
•	 Introduction to principles of vulnerability, threat and 

risks
•	 Enterprise risk management 
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